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In this course, students will learn how to support and configure Windows 10 desktops in an 

organizational environment. Students will develop skills that include learning how to install, 

customize, and update Windows 10 operating systems. Students will learn how to managing storage, 

files, and devices as well as how to configure network connectivity for Windows 10. Students will 

also learn how to secure the Windows 10 OS and protect the data on the device. Finally, students 

will learn how to manage and troubleshoot Windows 10. 

Prerequisites: 

 Basic understanding of computer networks and hardware concepts.  
 Basic  understanding  of OS and Application concepts.  
 Experience with using the  Windows OS. 

Intended Audience: 

This course is intended for: 

 Candidates for this exam are IT professionals who perform installation, configuration,  
               general local management and maintenance of Windows 10 core services. Candidates may  
               also be familiar with enterprise scenarios and cloud-integrated services.  
 

Skill Covered: 

 Install and customize Windows 10  
 Configure Updates for Windows. 
 Configure devices and drivers for Windows.  
 Configure storage for Windows.  
 Configure network and remote management settings in Windows. 

 Configure and manage browsers and applications in Windows. 

 Configure account access and authentication.  

 Configure file and folder permissions.  

 Describe methods for securing Windows 10, common threats and methods . 

 Troubleshoot Windows and application installations.  

 Troubleshoot hardware and driver issues.  

 Troubleshoot file issues and perform recoveries.  

COURSE OVERVIEW 

Course Modality 

Classroom 

+ hands-on labs 

Course Time 

5 days 

Course Level 

Beginner 

Course Language 

English 
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COURSE CURRICULUM 

Module 1: 
Installing Windows  

This module covers installing the Windows 10 
OS. Students will learn the different editions 
of Windows 10, requirements, and new 
features introduced. This module covers how 
to install the OS, as well as methods for 
migrations and upgrading. Students will also 
learn about common tools used in the 
deployment process.  

Lessons 

 Introducing Windows 10  
 Windows 10 Editions and 

Requirements  
 Deployment Options  
 Upgrading to Windows 10  
 Deployment Tools  

Lab: In-place upgrade of Win7 to Win 10  

Lab: Migrating User Settings using USMT  

After completing this module, student will be 
able to: 

 Understanding the different 
editions and features of Windows 
10.  

 Understand the Windows 10 
client installation options.  

 Practice installing Windows 10.  
 Migrate content using the User 

State Migration Tool.  

Module 2: 
Post-installation Configuration and 
Personalization  

This module covers common post-installation 
tasks in Windows 10. 

Students will learn how to customize the user 
interface, as well as using the control 
panel and settings app to configure common 
OS settings. This course will also introduce 
students to Windows PowerShell. This 
module will cover how device drivers work 
and how they work. Students will also be 
introduced to managing and configuring 
hardware peripherals such as printers.  

 
Lessons 

 Configure and Customize the 
Windows Start Menu  

 Common Configuration Options  
 Advanced Configuration 

Methods  
 Managing Drivers and Devices 

Lab: Implementing IT Security Layers 

After completing this module, students will be 
able to:  

 Describe the risks posed by 
connecting to the Internet. 

 Describe possible mitigations to 
these risks. 

 Describe the Windows Server 
components and features that 
can help provide his Internet 
security. 

Lab: Using Settings App & Control Panel 
Lab: Using Group Policy Objects  
Lab: Using PowerShell to Configure 
Windows  
 
After completing this module, students will be 
able to:  

 Customize the Windows 10 UI  
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