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CompTIA Security+ is an international, vendor-neutral certification that validates the baseline skills 

necessary to perform core security functions and pursue an IT security career. 

No other certification that assesses baseline cybersecurity skills has performance-based questions on 

the exam. Security+ emphasizes hands-on practical skills, ensuring the security professional is better 

prepared to problem solve a wider variety of issues. 

More choose Security+ for DoD 8570 compliance than any other certification because it focuses on 

the latest trends and techniques in risk management, risk mitigation, threat management and 

intrusion detection. 

Prerequisites: 

CompTIA A+ Certification (Exams 220-1001 and 220-1002) 

To ensure your success in this course, you should have basic Windows user skills and a fundamental 

understanding of computer and networking concepts. 

CompTIA A+ and Network+ certifications, or equivalent knowledge, and six to nine months' 

experience in networking, including configuring security parameters, are strongly recommended. 

Intended Audience: 

This course is intended for: 

✓ information technology (IT) professionals who have networking and administrative skills in 

Windows®-based Transmission Control Protocol/Internet Protocol (TCP/IP) networks; 

familiarity with other operating systems, such as macOS®, Unix®, or Linux®;  

✓ who want to further a career in IT by acquiring foundational knowledge of security topics or 

using CompTIA Security+ as the foundation for advanced security certifications or career 

roles. 

✓ This course is also designed for students who are seeking the CompTIA Security+ 

certification. 

Skill Covered: 

✓ Detect various types of compromise and have an understanding of penetration testing and 

vulnerability scanning concepts 

COURSE OVERVIEW

Course Modality 

Classroom 

+ hands-on labs 

Course Time 

3 days 

Course Level 

Intermediate 

 

Course Language 

English 
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✓ Install, configure, and deploy network components while assessing and troubleshooting 

issues to support organizational security 

✓ Implement secure network architecture concepts and systems design 

✓ Install and configure identity and access services, as well as management controls 

✓ Implement and summarize risk management best practices and the business impact 

✓ Install and configure wireless security settings and implement public key infrastructure 
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COURSE CURRICULUM

 

Module 1: 

Comparing and Contrasting Attacks 

 

Module 2: 

Comparing and Contrasting Security Controls 

 

Module 3: 

Assessing Security Posture with Software 

Tools 

 

Module 4: 

Explaining Basic Cryptography Concepts 

 

Module 5: 

Implementing a Public Key Infrastructure 

 

Module 6: 

Implementing Identity and Access 

Management Controls 

 

Module 7: 

Managing Access Services and Accounts 

 

Module 8: 

Implementing a Secure Network Architecture 

 

 

 

Module 9: 

Installing and Configuring Security Appliances 

 

Module 10: 

Installing and Configuring Wireless and 

Physical Access Security 

 

Module 11: 

Deploying Secure Host, Mobile, and 

Embedded Systems 

 

Module 12: 

Implementing Secure Network Access 

Protocols 

 

Module 13: 

Implementing Secure Network Applications 

 

Module 14: 

Explaining Risk Management and Disaster 

Recovery Concepts 

 

Module 15: 

Summarizing Secure Application Development 

Concepts 

 

Module 16: 

Explaining Organizational Security Concepts 
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CompTIA Security+ 
EXAM CODE SY0-501 & SY0-601 

Security+ provides a global benchmark for best practices in IT network and operational security, one 

of the fastest-growing fields in IT. 

RECOMMENDED EXAMS


