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In this course, you will build on concepts introduced in Architecting on AWS. You will learn how to 

build complex solutions that incorporate data services, governance, and security on the AWS 

platform. You will also learn about specialized AWS services, including AWS Direct Connect and AWS 

Storage Gateway, that support hybrid architecture, and you will learn about best practices for 

building scalable, elastic, secure, and highly available applications on AWS. 

Prerequisites: 

 Completed one of the following: 

 Architecting on AWS instructor-led training 

 AWS Certified Solutions Architect – Associate certification 

Intended Audience: 

This course is intended for: 

 Individuals who are experienced with designing scalable and elastic applications on the AWS 

platform 

Skill Covered: 

In this course, you will learn to: 

 Apply the AWS Well-Architected Framework 

 Manage multiple AWS accounts for your organization 

 Connect an on-premises data center to the AWS Cloud 

 Discuss billing implications of connecting multi-region VPCs 

 Move large data from an on-premises data center to AWS 

 Design large data stores for the AWS  

 Understand different architectural designs for scaling a large website 

 Protect your infrastructure from distributed denial of service (DDOS) attacks 

 Secure your data on AWS with encryption 

 Design protection of data at rest and data in transit 

 Enhance the performance of your solutions 

 Select the most appropriate AWS deployment mechanism 

COURSE OVERVIEW

Course Modality 

Classroom 

+ hands-on labs 

Course Time 

3 days 

Course Level 

Intermediate 

 

Course Language 

English 
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COURSE CURRICULUM

Module 1: 

Architecting on AWS – Review 

Module 2: 

AWS account management 

Module 3: 

Advanced network architectures 

 Part A: Network throughput, HPC, and 

VPN 

 Lab 1: Multi-VPC connectivity using a 

VPN 

 Part B: AWS Direct Connect and DNS 

resolution with on-premises and 

global transit networks 

Module 4: 

Deployment management on AWS 

 Exercise 1: Design a hybrid 

architecture 

Module 5: 

Data 

 Part A: Designing large data stores on 

AWS 

 Lab 2: Build a failover solution with 

Amazon Route 53 

 Part B: Migrating large data stores 

into AWS 

 Part C: Big data architectures on AWS 

Module 6: 

Designing for large scale applications 

 Lab 3: Blue-green deployment with 

AWS Elastic Beanstalk 

 Exercise 2: All-in multi-region 

architectures 

Module 7: 

Building Resilient Architectures 

 Part A: Understanding and mitigating 

DDoS Attacks with AWS 

 Lab 4: CloudFront Content Delivery 

and Automating AWS WAF Rules 

 Part B: High availability for Databases 

on Amazon EC2 and handling scaling 

constraints 

Module 8: 

Encryption and security of data 

 Lab 5: AWS Key Management Service 

(KMS) with Envelope Encryption 
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AWS Certified Solutions Architect - Professional 
Classroom or Digital | 130 minutes 

The AWS Certified Solutions Architect – Professional exam is intended for individuals who perform a 

solutions architect role with two or more years of hands-on experience managing and operating 

systems on AWS. 

 

 

RECOMMENDED EXAMS


